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Warning

This soŌware is provided for algorithmic proof of concept tesƟng and demonstraƟon use only.

This soŌware should not to be used to protect files of value or need. 

It is recommended to contain the soŌware within an independent folder or directory separate from useful 

valuable files.  Test files should be copied into a test folder – leaving original files in place.  Plain-text test files 

are provided, in addiƟon to a program to create test paƩerned files.

No   W  arranty or   G  uarantee is   E  xpressed or   I  mplied  .  

VectorLite EncrypƟon has not been peer reviewed.  Please test / demonstrate with cauƟon.  Version 5M 

tesƟng has improved, but bugs may / likely exist. 

Export RestricƟons

The soŌware and executable programs may be subject to United States export regulaƟon.  Please comply with

all regulatory laws and governance. 

Version  5L  Document Revision History

July 28, 2021    IniƟal Release, extracted from prior version 5L User’s Guide+ 

AddiƟons to this document will be made as Ɵme permits.

Author

Robert J. Miller

E-Mail:   robtjmiller4249@gmail.com

                bob@secretware.org 
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Notes

This document is intended for all users, including the paƟent technically advanced

Version 5M

Version 5M is a substanƟal upgrade, with emphasis upon:

1.    MulƟ threaded performance for the encrypt and decrypt programs

2. Improved I/O performance, buffering input / output up to 100,000 bytes at a Ɵme

3. EliminaƟon / simplificaƟon of command line opƟons no longer relevant

4. A new random program to beƩer handle C run-Ɵme library pseudo-random issues

5.    Numerous clean-ups, bug fixes, and so forth.

6.    The inclusion of two new analyƟcal uƟlity programs.

a) file-stats Display mean, std dev, and co-var (cv) of a file’s histogram of byte values

b) check-proximity Display histogram of average distance between common byte values

Known LimitaƟons

1. Plain-text file sizes are limited by the standard 32 bit C library I/O funcƟons.  The maximum plain-text 

input file size to encrypt is approximately 1.2 giga-bytes, and is actually limited by the larger output 

cipher-text file which must later be read as input by decrypt.  Cipher-text files are typically 60 % larger 

than the plain-text input file size.  A later release may implement the 64 bit IO to remove this limit.

2. Several counters and index variables may also be 32 bit limited at this Ɵme.

Known Risks

1. file-stats displays a file’s byte value staƟsƟcs based on the histogram, not the individual bytes.  

DeterminaƟon if the two computaƟons result in the same or different results will be performed soon.  

The intended purposed of file-stats is to determine input file suitability to random – that is all.

2. SoŌware generated random numbers will always be an issue – the new random program lessons the C 

language run-Ɵme library’s srand and rand funcƟons predictability.  This is by introducing an addiƟonal 

unknown (random’s input file), and mulƟple human provided random seed values spread across a wide 

range of accepted values (in place of plaƞorm clock Ɵme).
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Test Results

Version 5M tesƟng conƟnues to improved over previous versions.  Preliminary tesƟng has run the encrypt -> 

decrypt cycle through mulƟple Ɵmes using different key-table files constructed with different opƟons and 

opƟon combinaƟons.  

Test file types included JPG images, an e-book, a MP3 music file, a very large zip file, and binary program 

distribuƟon release, and byte value paƩern files of conƟnuous binary zeros &  ASCII character sequences.

All tests have successfully reconstructed their original plain-text file’s contents, verified by a file comparison 

tool.  The test results for version 5L, the previous release follow.  

Version 5M mulƟ-threaded tests with updated false data rates and other program updates is underway and a 

document update will be released when completed with new charts and tables.

All cipher-text files appear to have random, equally numbered, byte values within the cipher-text.  This 

appears independent of plain-text content.  Histograms are provided as evidence in this secƟon.  Graphs will 

be added as Ɵme permits.  AddiƟonal files will be added to tesƟng Ɵme permiƫng.

All cipher-text files have duplicate byte paƩerns at what probability theory would indicate a near 100% 

randomized output file would have.  This is as best the author can determine, for the file sizes capable to be 

analyzed on a 2015/ 16 generaƟon PC with 4 cores ( 8 threads) and 32 GB memory. 

Key-Trace file data reveals Alpha key-table elements are landed upon in a random probabilisƟc manner.   

Histogram output is provided as evidence of this here too.

Histograms and Graphs

Detailed test results are provided for in the following pages.   Time permits for the inclusion of three test files 

as of this wriƟng.  More will be included as Ɵme permits.    

File 1 is an everyday JPG picture file of Lake Medicine Man Lake near Jasper Canada.  

File 2 is a file consisƟng enƟrely of binary value 0 bytes, at the same size of the JPG above.  

File 3 is a file consisƟng of the repeated ASCII character cap A & B bytes, twice the size of the 0 file (2).

File 2 representaƟve of a zeroed out segment of blocks on a persistent storage device.   

File 3 is an ASCII character paƩern file, to help determine how well input plain-text paƩerns are removed from

output cipher-text.

Results from addiƟonal paƩern files and other file types will be included as free Ɵme permits.

The paƩern files were created with the create-paƩern-file uƟlity program included in the download zip.
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File 1 – Lake.jpg

This plain-text file is a jpg file of the photo shown below, taken by the author many years ago, and is royalty 

free and available for any use.   The file is 402,587 bytes in length.  The file’s byte value histogram and 

duplicate byte value paƩerns are shown in the next two tables following this scenic picture.

Figure 3 – Lake.jpg,  Lake Medicine Man

The following pages provide details of  Lake.jpg’s data characterisƟcs during the encrypƟon process from start 

to end, including duplicate repeƟƟve byte sequence paƩern detecƟon results.

Tables 1 and 2 on the following page illustrate two basic characterisƟcs of the Lake.jpg file – the byte value 

histogram and some of the numbers of repeated byte sequence paƩerns detected within the file. 

Tables 3 and 4 on the page aŌer, illustrate the resultant cipher-text flat byte value distribuƟon and eliminaƟon

of all but the staƟsƟcally probable duplicate byte value paƩern sequences.

Table 5 is a histogram of the landing counts with the Alpha ( and Vector ) key table cells used to obtain 

displacement values when searching for biased alpha plain-text values.   The histogram confirms the desired 

random staƟsƟcal distribuƟon sought.   The larger value for 0 is a result of the flagged cells not being eligible 

for landing, of which there are approximately 2,050 within the key-table.
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Lake.jpg Test Results, con’t

Table 1     Lake.jpg    Original Byte Value Histogram    Plain-Text

Table 1 above illustrates the Lake.jpg file contains more of the byte value 0, and fewer by 8 Ɵmes less the 

value 255, with moderate to significant variance between many value counts.

Table 2     Lake.jpg      RepeƟƟve Byte Value Sequences     Original Plain-Text

Table 2 above illustrates the Lake.jpg file has many repeaƟng byte value sequences as well.  Not only of sequences up to 

11, but a large count of at least 1 of those paƩerns: 237 + 1 of them.  The paƩern check program cuts off at 11…
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Lake.jpg Test Results, con’t

Table 3      Lake.ctext      Cipher-Text File Byte Value Histogram      EnƟre File

Table 3 illustrates the flat and level byte value distribuƟon of the final resultant cipher-text file for Lake.jpg

Table 4     Lake.jpg    Cipher-Text     Duplicate Byte Value Sequences      EnƟre File

Table 4 illustrates the eliminaƟon of all but the random probability based duplicate byte sequence paƩerns.  

The expected probability of duplicate 3 byte paƩerns for a file of size 683,516 is   ~ 233,597,402,886 chances 

divided by the odds of 1 in 16,777,216 = 13,923.   The observed result is only 148 different or ~ 1+ %.
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Lake.jpg Test Results, con’t

Table 5       Lake.jpg       Key-Table Element Usage      Plain-Text Searches Only

Table 5 lists out how many Ɵmes each alpha key-table cell was uƟlized to return a raw displacement distance to later 

become the cipher-text value aŌer a displacement bias is applied next.   This does not represent the enƟre landing 

history during the encrypƟon process – a filter for only the plain-text values from the input file was applied.   The cipher-

text file also includes 40% re-vector bytes.   The histogram is bell shaped as expect.   The bell shape has been observed 

to flaƩen out in relaƟonship to larger file sizes in the analysis of those files, as would  expected for a random based 

landings.

Tables 6, 7, and 8 list out the histograms for VectorLite’s intermediate processing steps,  as applied to the plain-text 

input bytes only.    

Table 6 is a lisƟng of the plain-text input bytes aŌer they have had their alpha-bias applied.  The results confirm an even 

distribuƟon of byte values.  These are the values used to search within the alpha key-table for the displacement distance

value bytes.

Table 7 is a histogram of the raw displacement values returned from alpha key-table searches.  One may note the 

favoriƟsm towards small distance values.  This is an expected result due to the scrambling and duplicate values per row 

and column for some values.   Once again this is for the plain-text input bytes only.
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Lake.jpg Test Results, con’t

Table 6      Lake.jpg        Alpha Biased Plain-Text  Values       Plain-Text Only

Table 7      Lake.jpg       Returned Alpha Table Displacement Values      Plain-Text Searches Only

Lake.jpg Test Results, con’t
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Table 8       Lake.jpg      Cipher-Text Byte Value Histogram       Plain-Text Items Only

Table 8 is a histogram of alpha key-table distance values aŌer the displacement-bias has been applied.  The values are 

the final cipher-text output values.   Once again, for the table is for plain-text input bytes.   One can note the flat 

distribuƟon of the cipher-text byte value content, which is the desired result.

                              

                Figure 4        Lake.jpg      Raw Alpha Search Values                            Figure 5        Lake.jpg        D-Biased Final Cipher-Text

Figures 4 & 5 illustrate the need or raƟonal to apply a post Alpha Key-Table bias to the returned values, as it is 

readily apparent the distance (or displacement) values favor smaller values.
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File 2 – test-paƩern-0.ptext

This plain-text file is a solid block of conƟnuous binary 0 bytes at the same length as the Lake.jpg file, 

generated by the uƟlity program create-paƩern-file.  The file is to provide comparaƟve cipher-text results 

against other files,  to help verify cipher-text values are independent of plain-text input, and devoid of any 

paƩerns contained within the plain-text.   The paƩern of this plain-text file is, of course, conƟnuous.

Table 9 below is provided as confirmaƟon as to the binary zero value byte content.   A paƩern check was not 

run against this file, as the enƟre file is a paƩern of every size up to the length of the file.

Table 9          Test-PaƩern-0.ptext           Original File Histogram
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Test-paƩern-0.ptext,  con’t

Table 10         Test-PaƩern-0.ctext         Histogram of Total Cipher-Text 

Table 10 illustrates the desired cipher-text of a flat value distribuƟon, while table 11 confirms only random 

staƟsƟcal probable duplicate byte sequences.   

Table 11        Test-PaƩern-0.ctext       Duplicate Byte Sequence PaƩerns     

The expected 3 byte paƩerns for a pure random file of 687,916 bytes is ~  236,614,555,486  /  16,777,216  =  

14,103.   The results are only 158 off, or about 1%.  The count of 4 byte duplicate paƩerns is down by a factor 

of 278, which exceeds the expectaƟon of 256.
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Test-paƩern-0.ptext,  con’t

Figure 6         Alpha Key-Table Search Values          Plain-Text Only

Figure 7             Cipher-Text Values              Plain-Text Only
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File 3 – test-paƩern-AB.ptext

Table 12          Test-PaƩern-AB.ptext            Plain-Text byte Histogram

Table 12 above is provided as documentaƟon of the byte paƩern file of the ASCII characters A & B within test 

file number 2.

The following page illustrates the result of the resultant cipher-text file byte values and counts of the duplicate

byte sequence paƩerns detected within the file.

Test-paƩern-AB.ptext,  con’t
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Table 13         Test-PaƩern-AB.ctext           Cipher-Text byte Histogram

Table 13  illustrates the relaƟve equal distribuƟon of cipher-text values output.

Table 18           Test-PaƩern-AB.ctext            Cipher-Text Duplicate Byte PaƩerns

The cipher-text file size for that shown in table 13 is 1,350,730 bytes in size.   A duplicate 3 byte paƩern for 

this file size has approximately   912,236,441,812  ( 912 gig ) chances.   The probability of each 3 peat is 

approx. 256 * 256 * 256 or 16,777,216.     This results in 54,373 likely random duplicaƟons, which is less than 

200 different than observed.  The 4 byte paƩerns drop by a factor of 242 – only 14 or approximately 6% away 

from the desired probability of 256.

Test-paƩern-AB.ptext,  con’t
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Figure 8           Alpha Key-Table Search Return Values            Plain-Text

Figure 8 illustrates the typical distribuƟon of return values from the Alpha key-table searches, favoring smaller 

values.

Figure 9            Cipher-Text Values             Plain-Text

Figure 9 illustrates the effecƟveness of the post search D bias applied to the alpha key-table search results, to 

generate the final cipher-text values.   Only the translated true plain-text input items are illustrated, but false 

data items produce idenƟcal results, as do re-vector items .
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